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8.0 Facilitate secure network implementation 

Consistent with network security best practices, the PCI-SSC requires that your network: 

• Be protected from unauthorized traffic using a firewall

• Have antivirus software installed and updated regularly

• Is regularly updated with the latest operating systems and network software patches to keep

your system current

The following guidelines are general in nature. It is recommended that you consult a qualified 

network administrator to review your network setup for purposes of implementing the best 

protective measures for your unique system deployment and topology. 

Build a firewall configuration that: 

• Denies all traffic from “untrusted” networks and hosts, except for protocols necessary for the

cardholder data environment,

• Restricts connections between publicly accessible servers and any system component storing

cardholder data, including any connections from wireless networks include:
• Restricting inbound internet traffic to IP addresses within the DMZ (ingress filters)

• Not allowing internal addresses to pass from the internet into the DMZ

• Implementing stateful inspection, also known as dynamic packet filtering (that is, only

“established” connections are allowed into the network)

• Outbound Internet access from the trusted segment must be limited to required and justified

ports and services.

• Placing the database in an internal network zone, segregated from the DMZ

• Restricting inbound and outbound traffic to that which is necessary for the cardholder data

environment and denying all other traffic

• Employ an encryption method with at least 128-bit encryption strength (either at the transport

layer with TLS or IPSEC; or at the data layer with algorithms such as AES) on outbound Internet

access or Internet accessible DMZ network segments to comply with PCI DSS requirements
• Securing and synchronizing router configuration files

• Installing perimeter firewalls between any wireless networks and the cardholder data

environment, and configuring these firewalls to deny any traffic from the wireless environment

or from controlling any traffic (if such traffic is necessary for business purposes)

• Installing personal firewall software on any mobile and employee-owned computers with direct

connectivity to the Internet which is also used to access the company network.

9.0 Cardholder data must never be stored on a server connected to the Internet 

The POS system as delivered does not store cardholder data storage. In turn, Travstar1 does not require 

an outward facing endpoint such as a webserver or any asset residing on a DMZ. Furthermore, as 

Travstar1 does not require a storage component to operate outside the boundaries of its current 

configuration. No outside storage components should be used in any way. 

The POS terminal should never be used to host a public FTP or HTTP (Web) server. Protocols and 
Ports can be disabled from the Windows Firewall and the Hardware Firewall. 
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Alongside the prevention of the above vulnerabilities, Travstar1 requires the below configuration 

to include ports, services, destinations, and components. Use this information to configure 

protocols and ports appropriately. 

Port: 4559-4589 TCP Source: POS Destination: Site controller 

Port: 7777 TCP Source: LPT Destination: Site controller 

Port: 5555-5585 TCP Source: POS Destination: Managers Workstation 

Port: 5432 TCP Source: POS Destination: Managers Workstation 

Port: 50001 TCP Source: POS Destination: additional POS (if applicable) 

Port: 9100 TCP Source: POS Destination: 80 Column Printer 

Port: 9100 TCP Source: Managers Workstation Destination: Report Printer 

Port: 22 TCP Source: POS LAN Segment Destination: POS LAN Segment 

Port: 2011-2014 UDP Source: Site controller Destination: WAN 

Port: 53 UDP Source: Site controller Destination: WAN 

Port: 443 HTTPS Source: Site Controller Destination: WAN 

Port: 3555-3585 TCP Source: POS Destination: Site controller 

All other insecure services and protocols (e.g., NetBIOS, file-sharing, FTP server, HTTP server, 

etc.) should be disabled on each POS terminal running the Travstar1 System. Services can be 

disabled from Control Panel, Administrative Tools, Services. 

10.0 Facilitate secure remote access to payment applications 

All networks, POS systems, Site Controllers, and business-owned systems must be segmented 

and/or otherwise secured from outside access. This includes any wireless networks available for 

guest use. 

If any wireless or wired network is configured such that it can view systems within the scope of 

PCI-DSS, it is considered within scope and unauthorized access is to be prevented in all 

circumstances. 

To comply with PCI requirements, you must implement multi-factor authentication for remote 

access granted to the network for employees, administrators and third parties. 

Fiscal-Systems Customer Support personnel are required to authenticate via unique usernames, passwords 

and multi-factor authentication. This ensures personnel are dually authenticated prior to accessing tools 

required to connect to all customer networks. 

TravsStar1 System does not directly facilitate any type of remote access that originates from outside the 

customer environment. 
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Fiscal Systems enforces unique logins and subsequent MFA challenge to each individual 

attempting to remotely access any customer environment regardless of method i.e. SSH, 

RDP, etc. These processes are implemented, managed, and enforced by Fiscal Systems. 

Employ network security technologies such as remote authentication and dial-in service 

(RADIUS); terminal access controller access control system (TACACS) with tokens; or VPN 

(based on TLS or IPSEC) with individual certificates. 

When utilizing remote network access software, you must implement the following security 

features: 

• Change default settings in the remote access software (for example, change default passwords)

• Use unique passwords for each user of remote network access

• Allow connections only from specific (known) IP and MAC addresses

• Use strong authentication or complex passwords for logins

• Enable encrypted data transmission

• Enable account lock out after a certain number of failed login attempts

• Configure the system so a remote user must establish a VPN connection via a firewall before

access is granted
• Enable the logging function

• Restrict access to passwords to authorized support personnel

• Establish passwords according to PCI DSS requirements

• Rotate pre-shared keys and certificates at least annually

Administrators must use SSH, VPN or TLS encryption and the above security features to 

conduct non-console tasks remotely to comply with requirements. Fiscal Systems enforces 

MFA policies created within our domain attached to a support individual’s specific credentials. 

This ensures that remote access is logged and enforced on a per user per session basis prior to 

an attempt to make remote contact. The process is facilitated by the VPN client installed on 

each support workstation and the local firewall to prevent additional complications brought on 

by utilizing additional equipment. 

To further extend efforts to eliminate potential vulnerabilities, the login challenge process is 

enforced prior to personnel receiving any access whatsoever to resources attached to enabling 

connections to your network. The outcome is remote support is authenticated prior to accessing 

your network’s specific remote solution. 

Given the above process, specific ports must be configured to permit the encrypted traffic 

established by the VPN connection as directed 

11.0 Encrypt sensitive traffic over public networks 

The Travstar1 does not provide any access to or reporting of sensitive authentication data at any time 

during or after card authorization, even by administrator accounts. Only the masked PAN is accessible 

(Ex. 123456XXXXXX9112). All sensitive authentication data and PAN data is encrypted when 

stored during the preauthorization phase. It is also transmitted between POS system application 

modules and the payment processor with AES 256-bit encrypted payload. At no point does the system 
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attempt to send data beyond the bounds of its components. 

Travstar1 does not facilitate sending PAN via end-user messaging technologies. 

TLS 1.2 AES 256-bit or a VPN are the only supported methods of transmitting account data to 

the payment processor. Encryption keys are automatically generated and rotated by the POS 

system and cannot be accessed or modified by users or system developers. The encrypted 

sensitive cardholder data and expired encryption keys are automatically deleted by the POS 

system after authorization. 

No action on your part is required to enable these security features. 

12.0 Maintain a compliant Implementation Guide for customers, resellers, 

and integrators. 

In the event an additional compliance-related Implementation Guide is required, one can be 

requested through Fiscal Systems support. In the event significant changes to the PCI-DSS 

requirements and/or the nature of the Travstar1 console also result in changes to this document, 

one will be forwarded and will be subject to the same level of acknowledgement. In the event 

there are changes to system components resulting in an updated version of the application, a 

subsequent Implementation Guide will be issued carrying the same acceptance procedures as 

the previous. 

This guide should be kept for your records and accessible to requesting and appropriate entities 

or personnel. 

13.0 Assign responsibilities for personnel, and maintain training 

programs for personnel, customers, resellers, and integrators. 

PCI compliance requires formal training of all personnel with access to cardholder data as well 

as the systems which process such data. The PCI Security Standards Council provides materials 

and templates to conduct such training. No other source or service provider is recommended in 

this capacity. 

Fiscal Systems may only advise as requested during the course of standard product support 

evolutions; however, this is not to be considered an authoritative interaction tantamount to 

meeting said standards. 

The training materials, programs, and personnel responsible for overseeing this program must be 

formally assigned and documented as part of your compliance documentation. 
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Contact 

If any of the above information requires clarification or for further information, contact Fiscal 

Systems support at support@fis-cal.com 

Acknowledgement 

I have received, read, and understood the contents of the above guide as well as the described 

standards necessary to meet PCI requirements as written on the below date. I acknowledge the 

roles and responsibilities contained herein as well as those of Fiscal Systems, Inc. I further 

acknowledge that all responsibilities for meeting requirements set by the PCI Security 

Standards Council outside the as-delivered Travstar1 system rest within my organization. 

Signed: 

Date: 
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This document has been reviewed and approved by the below representatives of Fiscal Systems, Inc 

Will Bradley Fiscal PCI Compliance Date 

May 6, 2025
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